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Introductionand background

Car security research is interesting for a general audience because most people have cars and
understand the inherent dangers of an attacker gaining control of their vehicle. Automotive security
research, for the most part, began in 2018en researchers from the University of Washington and the
University of California San Diego [1] showed that if they could inject messages into the CAN bus of a
vehicle believed to be 2009 Chevy Malibu) they could make physical changes to thewras

controlling the display on the speedometer, killing the engine, as well as affecting braking. This research
was very interesting but received widespread criticism because petgiteedthere was nota way for

an attacker to inject these types of messagvithout close physical access to the vehicle, and with that
type of access, they could just cut a cablgerform some other physical attack

The next year, these same research groups showed that they could remotely perform the same attacks

from their 2010 paper [2]. They showed three different ways of getting code execution on the vehicle

including the mp3 pser of the radio, the Betooth stack, and through the telematics unit. Once they

had code running, they could then inject the CAN messafjestiag the physical systems of the vehicle.

Thisremote attack researctvas ground breakingecause ishowed that vehicles were vulneralie

attacksfrom across the countrynot just locally The one thingpoth research papelRA Ry Qi R2 gl a ¢
document in detail how these attacks worked or even what kind of car was used.

Shortly thereafter, in 2012he authors of this papereceived a grant from DARPA to produce a library
of tools that would aid in continuing automotive research and reduce the brasfientry to new
researchers intdhe field. We released these tools [3] as well as demonstrated physical atigaksst
two late modelvehicles, a 2016ordEscapeand a 2010royotaPrius The saméools have been used
by many researchers and are evased for testingoy the National Highws Traffic Safety
Administration [34].

Our 2012 research assumed that a remote compromise was possible, due to the material released by
the academic researchers in previous years. Therefeeeassumed that we could inject CAN messages
onto the bus in a reliable fashiorn addition to releasingpols, we also released the exact messages
used for the attacks to encourage othesearchers to get involved vehicle researchBesides

releasng the tools and documenting the attacks, anotiesjor contribution of ours was demonstrating
how steering could be controlleda CAN messaged his waslue to vehicles evolvingince the

previous researcko now includefeatures like automatic parallel parking and lane keep assist which
necessitated the steering ECU gaiceommands over the CAN bus. This demonstrates the point that a
new technology is added to vehicles, new attacks become possible.

The response frorthe automotive industry, again, was to point out that these attacks were only

possible because we had physical access to the vehicles in order to inject the messages onto the bus.
C2NJ SEFYLX S ¢2e2iGl NBfSFaSR | thaloftie@ni®@guio G KF G al A
industry, is to prevent hacking from a remote wireless device outside of the vehicle. We believe our
deadsSya INBE NRodzald FyR &aSOdz2NBEPE «n 6

In 2013 we received a second DARPA dgiatrly to produce a platform that would help reseamsis

conduct automotive security research without having to purchase a vehicle. Again, the focus was on

getting more eyes on the problem by reducing the cost and effbdoing automotive research
especiallyfor those researchers coming from a more titamhal computer security background. [5]



In 2014, in an effort to try to generalize beyond ttigee cars that at that time hadeen examined at a
very granular level (2009 Chevy Malibu, 2010 Ford Escape, 2010 Toyotavwrrigajhered data on the
architecture of a large number of vehicles. At a high level we tried to determine which vehicles would
presentthe mostobstacles to an attacker, startivgth evaluating the attack surface getting CAN
messages to safety critical ECUs, and finally gettiadetBld to take some kind gdhysicalction[6]. In

the end we found that th014Jeep Cherokealong with two other vehicleseemed to have a
combination of a large attack surface, simple architecture, and many advahgsitafeatures that

would male it an ideal candidate to try to continue our research.

A 2014 Jeep Cherokeeas procured for the research described in this paper asveugted to show,

much like the academic researchers, that the attacks we had previously outlined against the Ford and
Toyota were possible remotely as well. Sincegh®smotivemanufacturers made this such a point of
pride after we released our original research, we wanted to demonstrate that remote attacks against
unaltered vehicles is still possible and that we nee@mcourage everyanto take this threat seriously.
This paper outlines the research into performing a remote attack agaimnshaltered2014 Jeep

Cherokee and similar vehicldsat results in physical control of some aspects of the vehidigpefully

this additional remote attack research can pave the road for more semmnected cars in our future

by providing this detailed information to security researchers, automotive manufacturers, automotive
suppliers and consumers



Targetg 2014 Jeep Cheroke

The 2014 Jeep Cherokee was chosen because we felt like it would provide us the best opportunity to
successfully demonstrate that a remote compromise of a vehicle could res@hding messages that

O2dzf R Ay @FRS | RNADGSNDAIANKDI DB it K FAsihdBieaFadNG NIDIK e G S |
our previous researcfb], this vehicle seemed to present fewer potential obstacles for an attacKeis

Aa y24 G2 ale GKIG 23G§KSNI Yl ofdsnlhé ihdghis Mfiteisend] S KA Of S &
only to show thatwith some research we fethis was our best targetEven more importantlythe Jeep

fell within our budgetary constraints when adding all the technological features desired by the authors

of this paper.
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NetworkArchitecture

The architecture of the 2014 Jeep Cherokee was very intggioi usdue to the fact thathe head unit
(Radio) is connected to both CAN buses that are implemented in the vehicle.

@) S

CAN-C

© 2

)B (te)) ‘ BCM

Radio

CAN H5

Figure:2014 Jeep Cherokee architecture diagram

We speculated that if the Radio could be compromised, then we would have acde@ds@n both the

CANIHS and CAR networks meaning that messages could be senaldECUs thatontrol physical
FGGNROdzG S&a 2F GUKS QOSKAOf S | 2dzQf t aitSehead bnidGeN) Ay (K
not directly lead to access to théA buses and further exgitation stages were necessarWith that

being saidthere are no CAN bus architectural restrictions, such as the steering being on a physically

separate bus. If we can send messages from the head unit, we should be able tbesarid every
ECU on the CAN bus.



CAN C Bus
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CyberPhysical Features

This section describes the systems used in the 2014 Jeep Cherokee for assisted driving. These
technologies are especially interesting to usimsilar systeméave beerpreviouslyleveraged in attacks
to gain access to physical attributekthe automobile [3]While we believe these technological
advances increase the safety of the driver and its surroundihgg,present aropportunity for an
attacker to usehem asameans to control the vehicle.

Adaptive Cruise Control (ACC)

The 2014 Jeep we used in our testing had Adaptive Cruise Control (ACC), wtéchr®logy that
assists the driver in keeping the proper distance between themselves and cars ahead of them.
Essentially, it makes sure that if cruise control is enabledsavehicle slows down in front of you, the
Jeep willapply the brakesvith the appropriate pressure to avoid a collision and resume the cruise
control speed after the obstacle moves out of the way @tia safe distance. The ACC can slow the
vehicle toa complete stop if the vehicle in front of it comes to a stop.

Forward Collision Warning Plus (FCW+)

Much like ACC, Forward Collision Warning Plus (FCW+) prevents the Jeep from colliding with objects in
front of it. Unlike ACC, FCWH+ is always enabled siebgglicitly turned off, giving the driving the added
benefit ofassistedoraking in the event of aanticipatedcollision. For example, if the driver was

checking Twitter on their phone instead of watching the road and the vehicle in frév@rabme toan

abrupt stop, FCW+ would emit an audible warning and apply the brakes on behalf of the driver.

SPEEDOMETER

Figure: FCW+

10



Lane Departure Warning (LDW+)

Lane Departure Warning Plus (LDW+) is another feature used to ensure driver safety when driving on
the highway. DW+, when enabled, examines the lines on the road (i.e. paint) in attempt to figure out if
the Jeep is making unintended movements into other lanes, in hopes of preventing a collision or worse.
If it detects the Jeep is leaving the current lane, it adjustthe steering wheel to keefhe vehiclein

the current lane.

SPEE

79%

Figure: LDW+
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Park Assist System (PAM)

One of the newest features to enter the nduxury space in recent times is Parking Assist Systems

(PAM). The PAM in the Jeep permits the driveeffortlessly park the car without much driver

interaction in various scenarios, such as parallel parking, backing into a space, etc. The authors of this

paper considered this to be the easiest entry point to control steering in modern vehicles and have

proven to use this technology to steer an automobildigthspeed with CAN messages alone /4.

g2dzQf t aSS fFGiSNIAYy GKA& R20dzySyids GKS t!a (GSOKy?
our research.

| Active ParkSense
Bk ‘S‘earching‘t ‘

Figure: Display while using PAM system
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Remote Attack Surface

The following table is a list of the potential entry points for an attacker. While many people only think of
GKSaS AdSYa Ay (SN¥ya 2F GSOKy2f238x a2YS2yS 6AGK
technology that interactsvith the outside world a potentiaéntry point

Entry Point ECU Bus

RKE RFHM CAN C

TPMS RFHM CAN C

Bluetooth Radio CAN C, CAN IHS
FM/AM/XM Radio CAN C, CAN IHS
Cellular Radio CAN C, CAN IHS
Internet / Apps Radio CAN C, CAN IHS

Passive AnfTheftSystem(PATS)

For many modern cars, there is a small chip in the ignition key that communicates with sensors in the
vehicle. For the Jeep, this sensor is wired directly into the Radio Frequency Hub Module (RFHM). When
the ignition button is pressed, then-board computer sends out an RF signal that is picked up by the
transponder in the key. The transponder then returns a unique RF signal to the vehicle's computer,
giving it confirmation to start and continue to run. This all happens in less than adsetfdhe on

board computer does not receive the correct identification code, certain components such as the fuel
pump and, on some, the starter will remain disabled.

As far as remote attacks are concerned, this attack surface is very small. Thetantamsferred (and
processed by the software on the IC) is the identification code and the underlying RF signal. Itis hard to
imagine an exploitable vulnerability in this code, and even if thereomasyou would have to be very

close to the sensor, asis intentionally designed to only pick up nearby signals.

Key Fob Not

Detected

Figure: Display with no key
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Tire Pressure Monitoring SystéiPMS)

Each tire has a pressure sensor that is constantly measuring the tire pressure and transmitting real time
data to an ECUnthe Jeep, the receiving sensor is wired into the RFHM. This radio signal is proprietary,
but some research has been done in understanding the TPMS system for some vehicles and
investigating heir underlying security7]

It is certainly possible to parfm some actions against the TPMS, such as causing the vehicle to think it
is having a tire problem, or issu&gth the TPMS system. Additionally, researchers have shéjthdt

it is possible to actually crash and remotely brick the associated EClhéncsses. Regarding code
execution possibilities, it seems the attack surface is rather small, but remote bricking indicates that
data is being processed in an unsafe manner and so this might be possible.

VEHICLE INFO
!

Figure:2014 Jeep Cherokee TPMS display
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Renote Keyless Entry/Start (RKE)

Key fobs, or remote keyless entry (RKE), contain a-sange radio transmitter that communicates with
an ECU in the vehicle. The radio transmitter sends data containing identifying information from which
the ECU can determé if the key is valid and subsequently lock, unlock, and start the vehicle. In the
Jeep, again the RFHM receives this information.

With regards to remote code execution, the attack surface is quite small. The RFHM must have some
firmware to handleRF sinal processingencryption/decryption code, logic to identify data from the key
fob, and to be programmed for additional/replacement key fobs. While this is a possible avenue of
attack, finding and exploiting a vulnerability for remote code exien inthe RKE seems unlikely and
limited.

Figure:2014 Jeep key fob
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Bluetooth

Most vehicles have the ability to sync a device over Bluetooth. This represents a remote signal of some
complexity processed by an ECU. In the Jeep, Bluetooth is receivpdogedsed by the Rad{a.k.a.

the head unit) This allows the car to access the address book of the phone, make phone calls, stream
music, send SMS messages from the phone, and other functionality.

Unlike the other signals up to now, the Bluetooth stachuite large and represents a significant attack
surface thathas had vulnerabilities in the pasl][ There are generally two attack scenarios involving a
Bluetooth stack. The first attack involves anpaireddevice This attack is the most dangesoas any
attacker can reach this code. The second method of exploitation occurs after pairing takes place, which
is less of a threat as some user interaction is involved. Previously, researchers have shown remote
compromise of a vehicle through the Bloeth interface R]. Researchers from Codenomicon have
identified many crashes in common Bluetooth receivers found in automolSiles [

Redial

i

NG
phonebook recent calls Ttiassagm\,

F{éAio Niédia Controls

Figure:2014 Jeep Cherokee Bluetooth dashboard
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Radio Data System

The radionot onlyreceives audio signals, but other data as well. In the JeefRald@has many such

remote inputs, such as GPS, AM/IRadio, and Satellite radio. For the most pdrede signals are

AAYLIE & O2y@SNISR G2 | dzRA2 2 dzinglzdata)wiieh mRahs/tieey areNB LINES &
likely to not contain exploitable vulnerabilities. One possible exception is likely to be the Radio Data

System data that is used to send data along with FM analogue signals (or the equivalent in satellite

radio). This igypically seerby users whemadios will say the names of stations, the title of the song

playing, etc. Here, the data must be parsed and displayed, making room for a security vulnerability.

o, 9:25 NE 81

1 2 3 4 5 6
90s on 9 80s on 8 Cls Coll NPRN xLBksp Blend

AM

319 Classic College
Dead Milkmen
Punk Rock Girl

‘browse replay 4« Eitune  »Pl

Radio/ Media « Controls  Climate Nav

o traffic &

Figure:2014 Jeep Cherokee radio data dashboard
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Wi-Fi

Sone automobiles with cellular based Internet connections actually shardritésnet connectionswith
passengers by acting like a-Wihotspot. In the Jeep, this is a feature that must be purchased per use,
for examplefor asingleday orup toa month. One observation we made was that theRMsystem

could be assessed by individuals without advanced knowledge of automotive systeffissablurity
assessment methodologies have been around for years and accessackinig has been frequently
documented in recent times .

Figure:2014 Jeep Cherokee Wi dashboard

Telematics/Internet/Apps

Many modern automobiles contain a cellular radij@nerically referred to as a telematics systevhich

is used to connect to the vehicletoacellaS (i 6 2 NJ] = T2 NJ SETh¥deludr Da Q& hy { il
technologycan also be used to retrieve data, such as traffic or weather information.

This is the holy grail of automotive attacks since the range is quite broad (i.e. as long as the car can have
cellularcommunications). Even if a telematics uthitesnot reside directly on the CAN bus, it does have

the ability to remotely transfer data/voice, via the microphone, to another location. Researchers
previously remotely exploited a telematics unit of an autdyitd® without user interaction]. On the

Jeep, all of these features are controlled by BRediq which resides oboth the CANIHS bus and the

CANC bus.
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